Vendor

BigFix Release

CVE Tenable Plugin ID Fixlet Site ID Name Patch Vendor ID Release Date Date
CVE-2021-44832, CVE-2021-44228, CVE- 156057, 156183 BES Inventory and License 603 Run: log4j2-scan v2.9.2 - Universal JAR - Download JRE - WITH REMEDIATION n/a

CVE-2021-44832, CVE-2021-44228, CVE- 156057, 156183 BES Inventory and License 604 Run: log4j2-scan v2.9.2 - Universal JAR - Download JRE - UNDO REMEDIATION n/a

CVE-2021-44228, CVE-2021-45046 156057, 156183 BigFix Inventory v10 a0 Update the Log4j library in VM Manager Tool to version 2.17.1 - (10.0.7.0.1) n/a 11/Jan/2022 11/Jan/2022
CVE-2021-44228 156057, 156183 SCM Reporting 1008 CVE-2021-44228 Log4j - Disable Lookups for BigFix Compliance n/a 10/Dec/2021 10/Dec/2021
CVE-2021-44228, CVE-2021-45046 156057, 156183 SCM Reporting 1009 CVE-2021-44228 and CVE-2021-45046 Log4j - Update log4j to 2.17.1 for BigFix Compliance n/a 29/Dec/2021 29/Dec/2021
CVE-2017-5645 102345 Patches for Oracle Linux 7 17242301 ELSA-2017-2423 - Oracle Linux log4j security update - Oracle Linux 7 x86_64 ELSA-2017-2423 9/Aug/2017 10/Aug/2017
CVE-2019-17571 132915 Patches for SLE 12 PPC64LE 20010901 200109 - SUSE-SU-2020:0054-1 - Mandatory update for logdj - SLES12 SP4 - (ppc64le) SUSE-SU-2020:0054-1  9/Jan/2020 9/Jan/2020
CVE-2019-17571 132915 Patches for SLE 12 20010902 200109 - SUSE-SU-2020:0054-1 - Mandatory update for log4j - SLES12 SP4 - (x86-64) SUSE-SU-2020:0054-1  9/Jan/2020 9/Jan/2020
CVE-2019-17571 132915 Patches for SLE 12 on System z 20010902 200109 - SUSE-SU-2020:0054-1 - Mandatory update for log4j - SLES12 SP4 - (s390x) SUSE-SU-2020:0054-1  9/Jan/2020 9/Jan/2020
CVE-2019-17571 132915 Patches for SLE 15 20010902 200109 - SUSE-SU-2020:0053-1 - Mandatory update for log4j - SLES15 SP1 - (x86-64) SUSE-SU-2020:0053-1  9/Jan/2020 9/Jan/2020
CVE-2019-17571 132915 Patches for SLE 15 20010904 200109 - SUSE-SU-2020:0053-1 - Mandatory update for log4j - SLES15 - (x86-64) SUSE-SU-2020:0053-1  9/Jan/2020 9/Jan/2020
CVE-2021-4014 156172 Patches for SLE 15 21121701 211217 - SUSE-SU-2021:4112-1 - Mandatory update for log4j12 - SLES15 SP2 - (x86-64) SUSE-SU-2021:4112-1  17/Dec/2021 17/Dec/2021
CVE-2021-4014 156172 Patches for SLE 15 on System Z 21121701 211217 - SUSE-SU-2021:4112-1 - Mandatory update for log4j12 - SLES15 SP2 - (s390x) SUSE-SU-2021:4112-1 17/Dec/2021 18/Dec/2021
CVE-2021-4014 156172 Patches for SLE 12 21121702 211217 - SUSE-SU-2021:4115-1 - Mandatory update for log4j - SLES12 SP5 - (x86-64) SUSE-SU-2021:4115-1  17/Dec/2021 18/Dec/2021
CVE-2021-4014 156206 Patches for Oracle Linux 7 21520601 ELSA-2021-5206 - Oracle Linux log4j security update - Oracle Linux 7 x86_64 ELSA-2021-5206 20/Dec/2021 20/Dec/2021
CVE-2022-23302, CVE-2022-23307, CVE- 157221 Patches for SLE 12 22012701 220127 - Mandatory update for log4j - SLES12 SP5 - (x86-64) SUSE-SU-2022:0212-1  27/Jan/2022  28/Jan/2022
CVE-2022-23302, CVE-2022-23307, CVE- 157221 Patches for SLE 12 on System z 22012701 220127 - Mandatory update for log4j - SLES12 SP5 - (s390x) SUSE-SU-2022:0212-1  27/Jan/2022  28/Jan/2022
CVE-2022-23302, CVE-2022-23307, CVE- 157221 Patches for SLE 12 PPC64LE 22012702 220127 - Mandatory update for log4j - SLES12 SP5 - (ppc64le) SUSE-SU-2022:0212-1  27/Jan/2022 28/Jan/2022
CVE-2022-23302, CVE-2022-23307, CVE- 156172 Patches for SLE 15 22012802 220128 - Mandatory update for log4j12 - SLES15 SP3 - (x86-64) SUSE-SU-2022:0226-1  28/Jan/2022  29/Jan/2022
CVE-2022-23302, CVE-2022-23307, CVE- 156172 Patches for SLE 15 on System Z 22012802 220128 - Mandatory update for log4j12 - SLES15 SP3 - (s390x) SUSE-SU-2022:0226-1  28/Jan/2022  30/Jan/2022
CVE-2022-23302, CVE-2022-23307, CVE- 157417 Patches for RHEL RHSM 7 on System z 22044201 RHSA-2022:0442 - Log4j Security Update - Red Hat Enterprise Linux 7 (s390x) RHSA-2022:0442 7/Feb/2022 7/Feb/2022
CVE-2022-23302, CVE-2022-23307, CVE- 157417 Patches for RHEL 7 22044201 RHSA-2022:0442 - Log4j Security Update - Red Hat Enterprise Linux 7 (x86_64) RHSA-2022:0442 7/Feb/2022 7/Feb/2022
CVE-2022-23302, CVE-2022-23307, CVE- 158101 Patches for Oracle Linux 7 22044201 ELSA-2022-0442 - Oracle Linux log4j security update - Oracle Linux 7 x86_64 ELSA-2022-0442 7/Feb/2022 7/Feb/2022
CVE-2022-23302, CVE-2022-23307, CVE- 157417 Patches for RHEL ppc64le 7 22044201 RHSA-2022:0442 - Log4j Security Update - Red Hat Enterprise Linux 7 (ppc64le) RHSA-2022:0442 7/Feb/2022 8/Feb/2022
CVE-2022-23302, CVE-2022-23307, CVE- 157452 Patches for CentOS7 Plugin R2 22044201 CESA-2022:0442 - Log4] Security Update - CentOS 7 x86_64 CESA-2022:0442 7/Feb/2022 7/Feb/2022
CVE-2022-23302, CVE-2022-23307, CVE- 157417 Patches for RHEL PPC64BE 7 22044201 RHSA-2022:0442 - Log4j Security Update - Red Hat Enterprise Linux 7 (ppc64) RHSA-2022:0442 7/Feb/2022 7/Feb/2022
CVE-2021-44832, CVE-2021-45105 156712 Patches for Ubuntu 1804 52220101 USN-5222-1 - Apache Log4j 2 Vulnerabilities - Ubuntu 18.04 (amd64) USN-5222-1 11/Jan/2022 11/Jan/2022
CVE-2021-44832, CVE-2021-45105 156712 Patches for Ubuntu 2004 52220101 USN-5222-1 - Apache Log4j 2 Vulnerabilities - Ubuntu 20.04 (amd64) USN-5222-1 11/Jan/2022 11/Jan/2022
CVE-2021-4104 156712 Patches for Ubuntu 1804 52230101 USN-5223-1 - Apache Log4j 1.2 Vulnerability - Ubuntu 18.04 (amd64) USN-5223-1 13/Jan/2022 13/Jan/2022
CVE-2021-4104 156712 Patches for Ubuntu 2004 52230101 USN-5223-1 - Apache Log4j 1.2 Vulnerability - Ubuntu 20.04 (amd64) USN-5223-1 13/Jan/2022 13/Jan/2022
CVE-2021-44228, CVE-2021-45046 156182 Patches for Amazon Linux 2 2117311 ALAS2-2021-1731 - Java-17-Amazon-Corretto, Security update - Amazon linux 2 x86_64 ALAS2-2021-1731 17/Dec/2021 18/Dec/2021
CVE-2021-4104, CVE-2022-23302, CVE-2157904 Patches for RHEL 8 22029001 RHSA-2022:0290 - Parfait:0.5 Security Update - Red Hat Enterprise Linux 8 (x86_64) RHSA-2022:0290 26/Jan/2022  26/Jan/2022
CVE-2022-23302, CVE-2022-23305, CVE- 157159 Patches for Oracle Linux 8 22029001 ELSA-2022-0290 - Oracle Linux parfait:0.5 security update - Oracle Linux 8 x86_64 ELSA-2022-0290 27/Jan/2022 27/Jan/2022
CVE-2021-4104, CVE-2022-23302, CVE-2157904 Patches for RHEL ppc64le 8 22029001 RHSA-2022:0290 - Parfait:0.5 Security Update - Red Hat Enterprise Linux 8 (ppc64le) RHSA-2022:0290 26/Jan/2022 26/Jan/2022
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